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Abstract
The digital transformation of India’s banking sector has significantly enhanced convenience, financial inclusion,
and efficiency. However, this evolution has been accompanied by a sharp rise in emerging financial scams such as
UPI frauds, phishing attacks, account takeover frauds, and deceptive digital lending platforms, which pose
systemic risks to customers and financial institutions alike. Recent data indicates a surge in digital frauds,
including UPI scams reported at ₹485 crore in a half-year period and substantial cyber fraud losses of over
₹11,000 crore in nine months of 2024, underscoring the prevalence of technology-driven frauds. (AajTak)1 These
scams have eroded customer trust and highlighted vulnerabilities in authentication, cyber security, and financial
literacy. This article investigates the rising incidence and nature of financial scams, assessing their negative
impact on banking stability, customer confidence, and digital adoption. It further examines the Reserve Bank of
India’s (RBI) preventive framework, including regulatory reforms such as mandatory cyber security measures,
real-time fraud monitoring, zero-liability norms for prompt reporting, and domain authentication for banks. (The
Economic Times)2. Through a critical review of policy responses and literature, the paper identifies gaps in
current fraud prevention mechanisms, particularly in customer awareness and coordinated industry reporting
systems. The study proposes enhanced technological solutions, regulatory coordination, and financial literacy
initiatives to bolster fraud resistance. The findings contribute to a deeper understanding of evolving fraud
patterns and provide actionable insights for regulators, banks, and policymakers to strengthen resilience and
preserve trust in India’s digital banking ecosystem.
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1. INTRODUCTION
The Micro, Small and Medium Enterprises (MSMEs)
in India are the backbone of the national economy
that elicits GDP, provides employment, exports
goods and resorts to innovation in the grassroots. As
drivers of inclusive growth, MSMEs come into the
limelight of the promotion of the Sustainable
Development Goal (SDG) 8 (decent work and
economic growth): SDG 9 (industry, innovation, and
infrastructure). The operations environment of
Indian SMEs has been reshaped over the past years
by the fast-growing digital financial infrastructure,
including the Unified Payments Interface (UPI),
mobile banking, and digital lending application. The
small businesses, traders, start-ups and informal
entrepreneurs have been enabled by digital
payment systems to access the wider markets, ease
payment, better manage working capital as well as
integrating into the formal financial systems.
Digitization of banking in India has been a rapid
process that has been realised through the use of
such solutions as the Unified Payments Interface
(UPI), mobile banking, and online lending
applications. On the one hand, these innovations

have made finances democratic, on the other hand,
they have given a gold-rush to the financial scams of
the technologies that exploit the vulnerabilities of
systems and customer behaviour. However, on the
contrary, and complementary to the benefits of
digital integration, the increased reliance of SMEs on
digital financial systems has exposed them to new
financial risks to surpass the isolated consumer
harm. It is emerging that digital financial fraud is not
only a matter of cybersecurity, but also a structural
development challenge that will affect the
sustainability of businesses and economic capacity.
The problem of digital banking frauds has gained
more popularity in the mainstream media; it has
been mentioned that a significant sum of money has
been lost, and customers have been victimized. The
recent media coverage also proves the scale and
pace of how such events are occurring, financing
and systems implication of the digital payment
frauds in India are increasing (Figure 1). The central
banking regulator whose name is the Reserve Bank
of India (RBI) has also taken measures to safeguard
the financial ecosystem by making efforts on cyber
security, reporting fraud and consumer protection.
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Figure 1. Media reports highlighting the rise in UPI and cyber fraud losses in India

The UPI-related frauds as well as other cyber
financial frauds are of terror dimensions as depicted
in Figure 1, implying that digital fraud is no longer a
consumer issue but structural issue with regard to
financial stability and entrepreneur confidence. The
very existence of such cases in the national media
testifies to the rise in the degree of fraud, as well as
the growth of interest of people in the issue of the
safety of the Indian financial ecosystem in the digital
environment. This form of fraud serves as a trust
kill in the context of MSMEs and start-ups that
demand constant digital interactions compromising
trust in systemized financial institutions. One of the
fundamental pillars of the entrepreneurial
ecosystem is trust which defines investment
decisions, innovation adoption and long term
business expansion. Their perceived institutional
vulnerability, transaction risks, and invasion of
expenses of digital accessibility to small firms are
multiplied by the appearance of financial scams.
Digital financial systems integrity is another factor
being important in sustainable entrepreneurship
besides consumer protection. The start ups and
entrepreneurs are totally dependent on the safe
banking infrastructure to run the transaction, their
working capital, online payment and even pay the
supply chain. Financial scams do not only result in
direct losses when they go out of proportion, but the
scams also result in the decline in the
entrepreneurial risk appetite and a willingness to
use digital platforms. The entrepreneurial
ecosystem is anchored on confidence in financial
institutions because it defines long-term innovation,
investment and sustainability of the business. In the

contemporary area of research, it is stressed that
sustainability in entrepreneurship is closely related
to the stability of institutions, financial digitalization,
and financial compliance mechanisms (Kaur et al.,
2025; Urooj et al., 2025). To this extent, the
institutional confidence of robust and growth
oriented companies is exposed to repetitive
financial scams.
According to the coverage in the Indian media,
cybercriminals are becoming more and more active
towards the audience using UPI systems, mobile
banking apps, and digital wallets, especially first-
time users and older adults (The Economic Times,
2024)3. Digital fraud has also been aggravated by
the ease of real-time fund transfers and the massive
use of smartphones. Phishing and Spoofing Attacks-
Phishing and spoofing attacks still constitute
majority of digital banking frauds and fraudsters
impersonate banks with spoofed or faked emails,
SMS messages and spoofed caller IDs. By doing this,
such misleading actions have diminished the
capacity of the users to differentiate between
authentic and malicious messages (The Hindu,
2023)4. OTP and UPI Frauds- OTP- and UPI-based
frauds have surged drastically as the instant
payment systems are real-time. A number of cases
reported by the financial press show that users are
frequently fooled to provide their OTPs or allow
fraudulent collect requests and lose money
immediately (Mint, 2024)5.
Fake Banking Applications and Identity Theft- This
is another type of cybercriminals who create
imitations of official banking applications, which
leads to identity theft, and illegal transactions. This
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has been a common occurrence in the mainstream
press, and shows critical data security issues (The
Times of India, 2023)6. Frauds that rely on social
engineering- Social engineering-based frauds are
based on emotions of fear, urgency, or trust. Scams
involving psychological manipulation such as fake
customer-care calls and investment schemes, have
been highly prevalent in the Indian press (The
Economic Times, 2024)3.
The Micro, Small and Medium Enterprises (MSMEs)
in India play an important part in the national GDP,
generation of employment, and export performance.
As the digital payment penetration is growing, a
good number of small merchants, service providers,
and informal businesses heavily depend on UPI and
mobile banking in their daily operations.
Nevertheless, a lack of cyber awareness, insufficient
resources, and reliance on third-party online
solutions place SMEs at particular risk of phishing
attacks, fraudulent lending applications, and
identity-related frauds. The research on SME
sustainability in new markets reiterates that the
major three factors, including digital finance, social
capital, and institutional trust, form the core of long-
term resilience of an enterprise (Liu et al., 2025).
Thus, the rising number of financial scams can
indirectly affect the sustainability of SMEs by
disrupting cash flows, raising compliance anxiety,
and lowering the desire to use digital. Business
model-wise, the recurrence of digital fraud may limit
the digital integration of SMEs by turning off the use
of fintech applications, raising verification and
compliance expenses, and, most importantly,
introducing uncertainty into the working capital
cycles. In the resource-constrained businesses, a
modest financial shock can cause cascading liquidity
stress, therefore, impacting on the supplier payment,
employee wages and reinvestment capacity.
Therefore, digital fraud does not only perform as a
risk of operation but also a barrier to the growth
patterns and formalization of SMEs. Theoretically,
sustainable entrepreneurship literature highlights
that sustainable growth of an enterprise is not only

determined by market opportunity but also by the
existence of a stable institutional environment and
economic systems based on trust. Formal
regulations, quality of governance, and enforcement
mechanisms according to institutional theory
influence entrepreneurial behaviour and risk
perception, whereas according to the
entrepreneurial ecosystem frameworks, the quality
of financial infrastructure is a crucial ingredient in
facilitating innovation and SME resistance. In
developing countries, when small businesses are
especially vulnerable to institutional uncertainty,
the loss of financial confidence due to the
recurrence of fraud can destabilize ecosystems and
disrupt the economic growth process (Kaur et al.,
2025).
Although current debates focus mainly on financial
scamming in a regulatory, cybersecurity or
consumer protection perspective, little has been
identified to understand how financial scamming
can destroy sustainable entrepreneurship and SME
resilience in the emerging Asian economies. To
answer this gap, it is fundamental to consider a
comprehensive developmental impact of digital
financial fraud in such rapidly shifting economies as
India. Against the above examination of digital
financial fraud, institutional trust, and its effects on
sustainable entrepreneurship, and resilience of the
SME, the current study aims to systematically
analyse the essence, effects, and regulatory reaction
towards the new financial scams in India.

2. OBJECTIVES OF THE STUDY
1. To identify and analyse emerging financial scams

such as UPI frauds, phishing, account
takeover, and digital lending scams.

2. To examine the impact of these scams on
customer trust and the stability of the banking
sector.

3. To evaluate RBI’s reforms and regulatory
measures adopted to prevent and control
banking frauds.

Data Analysis and Interpretation
Objective 1: Identification and Analysis of Emerging Financial
Scams in India

Table 1: Location-wise Analysis of Emerging Financial Scams in India
Place / Region Financial Scam Analytical Explanation
Varanasi, Uttar
Pradesh

UPI Fraud,
Phishing

High UPI adoption combined with low digital literacy has
made users vulnerable to fake messages, QR code frauds and
phishing links. Fraudsters exploit religious tourism and small
traders who rely heavily on instant digital payments but lack
awareness of cyber safety practices.

Delhi–NCR Phishing, Fake
KYC, Online
Investment
Scams

Presence of organized cybercrime networks, easy access to
technology, and high internet penetration facilitate fake
trading apps, forged KYC processes and phishing operations.
Victims are lured by promises of high returns and instant
account verification.
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Mumbai,
Maharashtra

Account
Takeover, Digital
Arrest Scams

Being India’s financial hub, Mumbai witnesses sophisticated
frauds involving SIM swapping, mule accounts and
impersonation of law-enforcement agencies. High-value
transactions and weak verification of beneficiary additions
increase exposure to such scams.

Bengaluru,
Karnataka

Account
Takeover,
Identity Theft

Extensive use of Aadhaar-based services and online
onboarding has increased risks of identity misuse. Fraudsters
open accounts or conduct transactions using stolen
credentials, leading to financial and legal complications for
victims.

Hyderabad,
Telangana

Digital Arrest
Scam, Phishing

Elderly and salaried individuals are targeted through
psychological manipulation, where scammers impersonate
police or regulatory authorities. Fear-based tactics force
victims to transfer funds under the pretext of legal action.

Indore, Madhya
Pradesh

Mule Account
Fraud, Digital
Lending Scam

Unemployment and demand for instant loans make
individuals susceptible to fake loan offers. Fraudsters collect
KYC documents to open mule accounts, which are later used
for routing illegal funds.

Agra, Uttar
Pradesh

Fake Crypto and
Investment Scam

Limited understanding of cryptocurrency and digital
investments allows fraudsters to attract investors through
fake platforms promising abnormal returns. Funds are
laundered through multiple accounts across states.

Pan-India (Urban
& Semi-Urban
Areas)

UPI Fraud,
Phishing, Digital
Lending Apps

Rapid digital payment growth without proportionate cyber
awareness, incomplete implementation of fraud risk tools, and
presence of unregulated lending apps contribute to
widespread financial fraud across India.

3. Analytical Discussion
The detection and discussion of the emerging
financial scams in India imply that the financial
scams do not occur in a particular location, rather
their character and severity depend on the
economic activity, the level of digital penetration,
and the level of awareness among the customers.
High-value transactions and large-scale digital
banking use this type of technology intensive scam
like account takeovers, phishing, and digital arrest
frauds in metropolitan cities like Mumbai, Delhi,
Bengaluru and Hyderabad. Conversely, semi urban
and smaller cities like Varanasi, Indore and Agra are
becoming victims of UPI frauds and fake loan
application along with investment scams especially
because of low levels of digital literacy and strong
reliance on mobile-based payments.
But outside regional diversification, the key issue
based on the SME lens is the manner in which such
scams discontinue business models and continuity
of businesses in a locality. It has been demonstrated
that the regional fraud distribution aligns well with
the trends in SME digital integration, intensity of
transactions, and reliance on mobile-based financial
infrastructure. In this way, scam screening cannot be
only considered geographically but through the
prism of its differentiated impacts on the SME cash
flows, the stability in its operation, and the
developmental trends. Within the entrepreneurial
context, the variation in the high level of frauds in
the various regions denotes the variation in
institutional power and the local digital systems of

governance. Highly digitalised regions with weak
regulatory policies might face a higher vulnerability
of their ecosystem especially amongst the small
traders and start-ups who are highly dependent on
continuous digital transactions. These differences
suggest that the level of fraud is rather
interconnected with the overall entrepreneurial
environment, in which the safe financial framework
turns out to be a condition of the continued business
trust and innovation.
Technology savvy frauds like account takeovers,
digital arrests and others that are common in
metropolitan areas tend to have greater transaction
values, which results in digitally integrated SMEs
facing high working capital interference. In the case
of small business entities whose liquidity is on a
narrow threshold, account freezes, or cases of fraud
can disrupt the payment of suppliers, cause the
delay of salaries, and undermine the credit status.
This has a direct impact to the probability of
survival of the enterprise and investment planning.
Conversely, in semi-urban and developing
commercial centers such as Varanasi, Indore, and
Agra, the UPI fake lending applications and fraud are
disproportionately targeted at micro and informal
businesses that heavily rely on the foundation of
near-time digital payments almost exclusively. Such
losses incurred in fraud in such environments can
take a business back to cash business model and
hence slow down financial formalization and
availability of institutional credit. This form of
regression undermines the broader economic
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development objectives, which are related to digital
inclusion and modernization of SMEs.
Social engineering in which fraudsters exploit trust,
fear or greed in lieu of technical defects alone is also
a similar enabling factor across locations. The use of
Aadhaar, PAN, and mobile numbers points to
ineffective identity protection and customer
awareness. Also, the emergence of the mule
accounts and unregulated digital lending platforms
is a sign of a systemic failure in the KYC verification
and enforcement of regulations on the operational
level.
These systemic failures raise transaction risks and
raise the cost of verification to the SMEs, based on
business model perspective. This can force
entrepreneurs to spend more time and resources on
cross-checking transactions, having redundant
safeguards, or restrict digital exposure. These
defensive mechanisms increase costs of operation
and decrease efficiency gains that were initially
linked with the digital adoption of finance. In the
case of small businesses and micro levels, higher
exposure to financial frauds accentuates transaction
uncertainties and prevents more intensive business
digitalization. Entrepreneurs can slow down their
implementation of digital tools, online marketplaces,
or fintechs because they believe institutional
fragility and ineffective enforcement mechanisms.
This has a direct impact on entrepreneurial
resilience, especially in an emerging market where
access to formal finance and digital platforms have a
primary role in SME sustainability (Liu et al., 2025;
Alom et al., 2025). Notably, it is likely that higher
perceived risk premiums can be internalized by the
SMEs when fraud risks are entrenched in local
digital ecosystems. This has the ability to affect the
strategic choices of restricting online growth,
staying off digital credit platforms, or limiting
involvement in e-commerce networks. This type of
risk-averse behaviour in the long run restrains the
growth in productivity, distribution of innovation
and regional economic dynamism. In this instance,

financial fraud is not only a consumer risk, but a
systemic constraint of developing the ecosystem and
the economic growth long-term.
In this way, the scam mapping in the region (see
Table 1) must be enlarged and should include direct
columns on the SME Business Impact and the
Development Implication. This reframing will
transform the analytical approach to descriptive
typology of fraud to an assessment of the effects of
the different types of ripoffs on the liquidity of SMEs,
digital integration, formalization process and local
economic performance. To give an example, instead
of referring to the statement Varanasi - UPI Fraud -
Low digital literacy the analysis should refer to the
statement Varanasi - UPI Fraud - Disruption of small
trader cash flows and erosion of digital payment
trust - Slows SME formalization and local digital
economic growth. Such an approach brings the
analysis of the fraud to the outcomes of the SME
sustainability and economic development.
In general, the discussion indicates that the
emergence of financial scams in India is caused by
the combination of the high pace of digitalisation,
behavioural vulnerability of consumers, and the
unfair application of fraud prevention measures. A
combination of these factors determines the
stability of the entrepreneurial ecosystem and
outlines the necessity to have more robust
institutional protection in place to promote
sustainable development of the enterprise. The
inclusion of the linkage between regional patterns of
fraud and the vulnerability of SMEs operations and
the developmental paths of the region makes
Objective 1 shift further than regional fraud
mapping and illustrate how the process of digital
financial insecurity operates as the localized
limitation of economic development within the
Indian entrepreneurial landscape. This highlights
the necessity of more powerful preventive systems,
consumer education and regulatory controls that
are covered in the RBI reforms later in the paper.

Objective 2: Impact of Emerging Financial Scams on Customer
Trust and Banking Stability

Table 2: Impact Analysis of Financial Scams on Customers and Banking Stability
Type of Scam Impact on Customers Impact on Banking Stability (Analytical View)
UPI Frauds Direct financial loss, fear of using

digital payments, reluctance to adopt
UPI again

Decline in digital payment confidence slows cashless
economy goals; banks face higher dispute resolution
costs and reputational damage

Phishing &
Vishing

Loss of savings, psychological stress,
breach of personal data

Increased operational risk; banks must invest heavily in
cybersecurity and customer grievance handling

Account
Takeover
Fraud

Loss of account control, legal/tax
complications, identity misuse

Weakens trust in online banking systems; raises
compliance and fraud monitoring costs

Digital
Lending
Scams

Debt traps, harassment, misuse of
personal data

Undermines credibility of legitimate digital lenders;
increases regulatory burden on banks and NBFCs
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Digital Arrest
Scams

Severe mental trauma, especially
among senior citizens; forced fund
transfers

Highlights systemic gaps in customer awareness; affects
public perception of banking security

Mule Account
Frauds

Innocent individuals unknowingly
become part of fraud networks

Facilitates money laundering and systemic financial
crime, posing macro-prudential risks

4. ANALYTICAL DISCUSSION
The customer confidence in the Indian banking
system has been very low especially in the online
platforms due to the emerging financial frauds.
Fraud victims tend to attribute their losses to
banking institutions, in cases where the scam falls
outside the formal banking infrastructure. This
leads to indecisiveness regarding the use of digital
banking, more cash handling, and unwillingness to
consider new financial products. Fraud can also
impact the entrepreneur ecosystem since, in
addition to single customers, the mistrust it creates
can spread to the rest of the ecosystem. There will
be reduced interest in using digital platforms in
startups due to repeated cases of digital fraud
particularly at the new level startups that make
heavy use of the fintech platform to make payments,
access credit, and execute supply chain transactions.
With the decline in digital trust, informal or cash-
based systems may re-emerge and the cost of
conducting business with the inefficiencies,
transaction delays, and further compliance
mechanisms. According to Weiss (2011), under the
prism of the Transaction Cost Theory, repeated
financial fraud augments verification, monitoring,
and enforcement expenses in digital transactions.
The SMEs are forced to spend more hours and
money in cross-checking of payments, counter party
verifications and installing of protective
mechanisms. These increasing transaction costs
decrease the efficiency benefits initially advanced by
digital finance and undermine the competitiveness
of the small businesses with small administrative
capabilities.
Systemically, regular fraud cases would add
operational, reputational, and compliance risks to
banks. The increased number of fraud-related
complaints have overwhelmed grievance redressal
with banks being forced to commit a significant
amount of resources to monitoring, investigation,
and compensation to the affected customers. These
increases in institutional risks affect bank behaviour
in credit markets. When the exposure to fraud is
increased, the banks are more likely to use risk-
averse lending policies, which include higher due
diligence standards, improved standards of
documentation, and tightening borrower screening
procedures. This kind of reaction raises a risk
premium in the lending of SMEs, especially
unsecured or digitally generated credit. This will
further lead to an increase in the cost of borrowing
by small businesses, as well as an increase in the
limitation of access to working capital in time. These

increasing institutional costs are frequently passed
on to SMEs indirectly by tightening of lending
standards, increasing verification requirements, and
risk aversion in the disbursement of credit which
can undermine investor confidence in digitally
integrated small enterprises.
Besides this, there is a possibility that more fraud
related uncertainty lowers the amount of unsecured
digital credit a crucial financing source of early and
micro-enterprise. The lack of credit may limit the
growth and development of the businesses, slow
down the investment in innovations, and limit the
ability to create new jobs in the sphere of SMEs.
At the macro level, unregulated financial scams pose
a threat to the stability of banks because they
promote money laundering, undermine the integrity
of the payment system, and undermine the trust of
the population in the formal system. This turmoil
can decelerate the pace of financial inclusion among
business people, especially in developing economies
where digital finance is an essential tool to increase
the financing options of SMEs (Jun and Ran, 2024;
Basnayake et al., 2024). A risk of informalization is
another area of development that is equally
important. The SMEs may switch to cash
transactions in order to reduce their vulnerability to
fraud when they feel that digital systems are not safe
or institutionally weak. This shift reduces financial
traceability, deteriorates taxation, limits the
potential to acquire formal credit histories, and
ultimately slows down the growth of the formal
sector. With this informalization, productivity
increases, credit assessment models based on data
and more widespread modernization of the SME
ecosystem cannot be impaired in the long-run.
In this case, the persistence of financial fraud would
violate the work on the attainment of the
Sustainable Development Goal (SDG) 8, which deals
with decent work and inclusive economic growth,
and SDG 9, which is resilient infrastructure and
industrial development driven by innovation.
Therefore, in the case of digital financial fraud, it is
not only necessary to consider it as a consumer
protection issue, but as systemic economic struggle
that increases transactional cost, increases risk
premium more than risk of lending, restricts the
circulation of credit, and potentially reverses the
gains of formalisation in the SME sector. The
problem of financial scams is therefore the key to
the further SME-based economic growth, credit
markets efficiency, and long-term entrepreneurial
dynamism in the emerging economies like India.
Financial scams should therefore be controlled to
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ensure that it protects the consumers, financial stability, entrepreneurship, and the development of
online business in the long run

Objective 3: Evaluation of RBI Reforms and Regulatory Measures
for Prevention of Financial Scams

Table 3: RBI Preventive Framework for Emerging Financial Scams
Type of Scam
Addressed

RBI Reform / Regulatory Measure Analytical Evaluation

UPI & Digital Payment
Frauds

Two-factor authentication,
transaction limits, cooling-off period
for new beneficiaries

Reduces unauthorized transactions;
however, effectiveness depends on
timely customer reporting

Phishing & Fake
Websites

Mandatory use of secured banking
domains (e.g., .bank.in), cyber
security audits

Enhances authenticity of banking
communication, but customer
awareness remains critical

Account Takeover
Fraud

Strengthened KYC norms, periodic
account monitoring, anomaly
detection systems

Improves detection of suspicious
activity; insider threats and data leaks
still pose challenges

Digital Lending Scams RBI Digital Lending Guidelines
(regulated entities, transparency,
data protection norms)

Helps curb illegal lending apps;
enforcement across unregulated
platforms remains a concern

Customer Loss in
Unauthorized
Transactions

Zero / Limited Liability policy for
customers reporting fraud promptly

Builds customer confidence; delays in
reporting reduce benefit

Fraud Reporting &
Coordination

Central Payments Fraud Information
Registry (CPFIR)

Enables data sharing and early
detection; success depends on inter-
bank coordination

5. ANALYTICAL DISCUSSION
The preventative model has been operant and multi-
layered, and taken up by the Reserve Bank of India
in the management of the rising financial scam
menace. The RBI reforms will focus on empowering
the cyber security systems, consumer protection,
regulation of digital lending and enhanced fraud
detection and reporting systems. The measures such
as the zero-liability norms and two-factor
authentication directly impact the renewed
customer trust, and centralized fraud lists registries
help in risk control over the system. However, the
RBI has also assumed an increasingly greater role in
carrying out the role of an Institutional Architect of
SME Financial Stability as well as it carries out the
role as a regulator of fraud. Its regulative intrusions
determine the uniformity, reliability and faithfulness
of digital financial infrastructure in India a major
prerequisite of the SME survival, investment
planning and ongoing development. Such regulatory
measures are not confined to fraud prevention and
are considered as an institutional instrument that
propagates business trust as well as digital trust and
business survival in a perspective of an
entrepreneurial ecosystem. According to the
institutional theory, consistent regulatory structures
impact on the entrepreneurial behaviour by
diminishing uncertainty and enhancing governance
structures that rely on rules. Secure financial
architecture is another pillar in the digitization of
economies as it can promote the development of

SMEs, adoption of innovations, and ecosystem
resilience (Autio et al., 2025).
The impact of every major RBI reform, then, can be
judged both on its effect on the mitigation of fraud
and its SME confidence effect and its long-term
development outcome. As an example, two-factor
authentication minimizes unauthorized transactions
and manipulation of transactions (fraud control),
increases payment predictability and reliability in
SMEs (SME confidence effect), and eventually
stimulates increased digitalisation and adoption of
fintech (long-term development outcome). The
same way, the digital lending rules enhance
transparency and reduce predatory activities (fraud
control), boost the confidence of a small business in
their lenders (SME confidence effect) and encourage
the establishment of credit responsibly in the SME
group (long-term development outcome).
Nevertheless, with these reforms, there are also
difficulties because of the rapid technological
innovation, social engineering strategy, and the
unequal application among banks and FinTech sites.
The poor customer awareness, delayed fraud
reporting, and the existence of unregulated digital
intermediaries usually weaken the effectiveness of
regulation. In the context of SME, asymmetrical risk
exposure is created due to unequal protection of
small business in various regions and across
different platforms due to regulatory loopholes. In
these cases of inconsistent enforcement, SMEs are
displeased with liquidity shocks caused by fraud and
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reputational losses, undermining the stabilizing aim
of institutional reforms. In case of small and
medium enterprises, especially resource-strained
start-ups, compliance with higher KYC standards,
cybersecurity requirements, and monitoring would
add to operational costs and administration cost. As
much as tightening of the supervision enhances the
institutional credibility, excessive complication of
the compliance stricter can draw a negative side
effect of affecting the entrepreneurial nimbleness
and the innovation ability unintentionally. RBI
regulatory framework, in this manner, ought to find
the correct balance between combating frauds and
facilitating growth. The implementation of systems
that are too strict may raise the cost of entry in the
case of small fintech and digitally dependent SMEs,
yet conversely, risk-based supervision could be a
solution in ensuring financial transparency and
simultaneously sustain entrepreneurial vitality.
An effective balance between innovation and
regulation is then necessary to make sure that the
control of fraud does not negatively impact the
dynamism of fintech and the competitiveness of
SMEs. Experience in the emerging Asian economies
shows that digital inclusive finance plays an
important role in SME innovation and a sustainable
enterprise development when regulatory regimes
are enabling and not constraining (Gu et al., 2023;
ASEAN Secretariat, 2024). Also, the effectiveness of
the RBI reforms on the long term is based on the
coordinated ecosystem governance of banks, fintech
firms, regulators, and policy institutions. Enhanced
management of fraud in the wider online
entrepreneur sector environment would improve
investor trust, decrease the susceptibility of the
ecosystem, and encourage sustainable development
in emerging markets in Asia. Thus, the RBI reforms
should be supplemented by the ongoing
technological improvement, controlled oversight,
and massive financial literacy campaigns to
guarantee the long-run prevention of fraud and
promote the resilience of the entrepreneurship.

Digital Financial Fraud as a Constraint on SME
Business Models
Digital financial fraud is a structural limitation to the
SME business models by making cash-flow weak,
working capital volatile, and incurring more
compliance costs, especially in micro and small-
scale enterprises that have smaller financial buffers.
Disruptions in transactions, account freezes, and
unauthorized withdrawals related to frauds may
disrupt receivables, disrupt the delivery of payments
to suppliers, and have a direct impact on the
continuity of liquidity and stability of operations.
Simultaneously, the increased status of verification
and cybersecurity security increases the transaction
costs, diminishing the efficiency benefits of using
digital finance. The constant risk of fraud can also

put SMEs off the idea of adopting fintech solutions
altogether, thus, reducing their exposure to
alternative credit, online marketplaces, and fintech-
enabled innovative instruments. Also, the risk of
fraud may be perceived as higher which affects
investors and lenders to become more risk-averse or
cautious about digitally dependent businesses. By so
doing, digital financial fraud is not limited to hurting
consumers but also determining SME growth paths,
formalization, and overall economic growth levels in
the emerging economies (Liu et al., 2025; Gu et al.,
2023).

RBI Circulars and India-Specific Regulatory
Framework
The central bank of India, the Reserve Bank of India
(RBI) has issued various formal circulars and
directions to enhance the management of the fraud
risk in the digital banking and new technologies.
These regulations focus on the strong authentication
systems, active fraud risk management,
cybersecurity principles, and the application of
systems with technology to fight financial frauds. In
addition to the containment of frauds, these
circulars are macro-institutional tools that have a
direct effect on the financial stability of the SMEs,
reliability of digital transactions, and sustainability
of business operations in the long term in India.
Regulatory predictability is an essential factor in the
resilience of enterprises and economic progress in
the new economy where MSMEs heavily rely on
digital payment systems and financial technological
platforms. These circulars do not solely qualify as
anti-fraud interventions in the framework of
entrepreneurial ecosystems; they comprise
institutional tools that determine the stability,
predictability and reliability of the India business
digital landscape. A safe and controlled financial
system is a key to the development of sustainable
entrepreneurship, with small businesses and start-
ups relying on the digital payments system, fintech
solutions, and online lenders as the basis of
operation and expansion.According to the RBI
circular of April 22, 2025, it said:

“It has now been decided to operationalise the
‘.bank.in’ domain for banks ... to serve as the
exclusive registrar for this domain” with the
objective of “strengthening the cybersecurity
framework and enhancing public confidence in
digital banking and payment systems.” (India
Today)9
The functioning of secure digital spaces is an added
value to the credibility of the ecosystem, as the risk
of impersonation is minimized and institutional
trust is reinforced, which is the necessary basis of
digital entrepreneurship and business sustainability.
In the case of SMEs, use of the new domain (as of
the .bank.in) mitigates the chances of giving
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fraudulent payment orders, impersonation of
suppliers, and forgery of bank-related messages.
This reform increases the payment certainty among
small enterprises involved in e-commerce, inter-
state trade and internet-based procurement
networks by strengthening the transactional
authenticity of these transactions. With time, better
domain-level trust will decrease perceived
counterparty risk and enable a further
incorporation of SMEs in formal financial systems.
In order to mitigate the vulnerabilities of
authentication which leads to online fraud, the
regulator provided the Reserve Bank of India
(Authentication Mechanisms for Digital Payment
Transactions) Directions, 2025 (effective April 1,
2026). The circular of the RBI expressly:

“All Payment System Providers and Payment
System Participants, including banks and non-
bank entities, shall ensure compliance with these
directions by April 01, 2026 ... [and] digital
payments must now be secured by at least two
distinct factors of authentication.” (TheEconomic
Times)10
Stronger authentication systems make fintech start-
ups and smaller payment service providers more
compliant to their requirements, whereas they
arguably lead to a rise in their security. To the SMEs
that have access to limited technological resources,
keeping up with the changing regulatory standards
may increase expenses of operation and may need to
invest in cybersecurity infrastructure. Thus, the
effectiveness of such measures in the long run is
conditional under the conditions of appropriate
innovation-regulation ratio that will not harm the
users and will not deter the creation of digital
enterprises.
Additionally, the RBI has strengthened more
extensive governance of fraud risks in banks by its
Master Directions on Fraud Risk Management in
Commercial Banks and All India Financial
Institutions (effective 15 July 2024). These
guidelines require regulated parties assemble
Board-approved fraud risk management policies,
incorporate Early Warning Signals (EWS) and Red
Flagging systems into the fundamental banking
systems, and create Data Analytics and Market
Intelligence Units to identify harmful transactions in
a timely manner. (static.ixambee.com)11
mproved governance systems on fraud decrease the
likelihood of extended account freezes, challenged
transactions, and systemic payment upset which can
have devastating impacts on SME working capital
flows. In the case of micro and small businesses with
a small financial cushion, quicker detection and
resolution frameworks have a direct positive effect
on the presence of enterprises and the
creditworthiness.

Additionally, to enhance the digital payment
resilience further than the banks, the RBI also
published Master Directions on Cyber Resilience
and Digital Payment Security Controls to Non-Bank
Payment System Operators (effective 30 July 2024)
which provisions baseline cyber risk management
requirements, incident response procedures and
vendor risk requirements that non-bank payment
platforms must meet. (TaxGuru)12
Since a growing number of SMEs are becoming
increasingly dependent on non-bank fintech
services to implement digital payments, embedded
finance and offer alternative access to credit,
increasing the cyber resilience of SMEs decreases
systemic vulnerability on the platform-level. This is
specifically relevant to digitally reliant SMEs the
business activities of which are deeply entwined
with payment gateways and fintech mediators.
Better resilience of the platform increases trust at
an ecosystem level and minimizes operational
uncertainty in an SME business model. This kind of
institutionalization indicates a larger shift in the
direction of ecosystem-based governance, with
fraud prevention becoming part of digital strategies
of sustainability. Modern studies in
entrepreneurship point out that green governance
systems should be in place to support the idea of
digital innovation so that sustainable development
results can be achieved (George et al., 2021). In
development perspective, the transformation of the
regulatory design of RBI reinstates the central bank
as an Institutional Architect of SME Financial
Stability. The RBI influences the cost structure of
transactions and credit risk perception, as well as
the incentives to adopt digitally by incorporating the
system of fraud management in the regulation of
digital infrastructure. Regulatory permanence
lowers uncertainty prices within credit markets,
promotes investment within digitally enhanced
enterprises, and enhances the pillars of formal
sector development. In this aspect, the the
development of the regulatory system by RBI could
be viewed as a move towards establishing an
entrepreneurial ecosystem that is resilient and
ensures that the SMEs and start-ups are not
subjected to systemic risks at the same time
allowing the innovation in fintech to be carried out
in a responsible manner. This might also be
reinforced by the potential growth of regulatory
sandboxes and risk-based supervision practices
which would not undermine financial integrity in
order to encourage experimentation and innovation.
All in all, these regulatory tools represent the policy
trend of the RBI to accommodate technology-based
protective measures, risk-based authentication, and
institutional fraud management systems to facilitate
the security of the digital financial ecosystems in
India. In the context of economic development that
prioritizes SMEs, is the most important question is
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not whether itself RBI lowers the level of fraud but
whether it creates a stable, predictable and trust-
based financial system such that SMEs can grow and
develop innovations and economic stability in both
the short run and the long run.

6. CONCLUSION
This study concludes that as the Indian banking
industry is rapidly transforming into a digital entity,
improving efficiency and financial inclusions, it is
also experiencing a rise in the occurrence of new
types of financial frauds, including UPI scams,
phishing, account takeovers, digital lending scams,
and online arrest frauds. The review shows that the
nature of these scams is more technologically-based
and psychologically-oriented and capitalizes on the
lack of digital literacy, poor level of customer
awareness and structural gaps in banking and
payment systems. The high prevalence of such
frauds in metropolitan, urban and semi-urban areas
explains why the problem of financial scams has
become a pan-Indian issue, which not only
endangers individual clients and the stability of
financial institutions, but also the entrepreneurial
ecosystem in general. In addition to the short-term
financial effect, new scams affect the institutional
goodwill necessary in long-term entrepreneurship.
Small and medium enterprises (SMEs), start-ups as
well as informal entrepreneurs in a digitally
integrated economy largely rely on secure financial
infrastructure to conduct transactions, access credit,
and grow through innovation. As the risk of frauds
intensifies, the confidence of the entrepreneurs
reduces, the risk-taking behaviour decreases, the
process of digitization of businesses decreases.
Financial integrity therefore turns out to be a
condition to sustainable development of the
enterprise and economic competitiveness in the
long term.
The results also indicate that repeated fraud cases
increase the operational and compliance expenses,
overburden regulatory mechanisms and introduce
ecosystem vulnerabilities. Though the Reserve Bank
of India has established a proactive framework that
comprises of cyber security principles, online
lending policies, zero-liability principles and
centralized report of frauds success of such
interventions depends eventually on the institution
reaction, consistency in enforcing them, and the
degree of awareness on the ground. Good fraud
governance is therefore of great significance in
enhancing the survival of the SMEs in enhancing
investor confidence and credibility of the digital
finance systems. Overall, it must be apparent that it
will not suffice to stem the new financial scams with
improving regulations but instead creating an
effective institutional environment of trust that is
supportive to innovation but not at the expense of
financial stability. In the case of institutional trust, it

is a determinant of economic strength through time
in the situations of emerging economies of Asia.
Secure digital finance is not an objective of banking;
along with a strategic requirement of sustainable
entrepreneurship, inclusive development and
innovation oriented development. More significantly,
the concept of secure digital financial architecture
directly influences the resilience of SMEs there is a
stabilization of the working capital cycle, a lower
degree of uncertainty in transactions, and
maintenance of credit accessibility to small
businesses. Since SMEs are the key economic agents
in terms of job creation and local value addition, the
reinforcement of fraud control forms part of the
protection of the national development patterns.
When properly governed by a robust ecosystem that
is underpinned by the combined regulatory
oversight, fintech responsibility and institutional
openness, entrepreneurial trust and reduced
systemic risk premiums in SME fund markets. This
type of governance allows small businesses to scale,
innovate and enter formal digital markets without
overly exposed them to financial shocks. Thus, the
long-term developmental value of fraud prevention
is both the maintenance of banking stability and the
enhancement of the pillars of sustainable economic
development through a strong and confident SME
domain, digitally integrated. Secure digital finance is
the basic requirement to maintain the
competitiveness of SMEs, reinforce the
entrepreneurial ecosystem, and achieve sustainable
economic growth in emerging Asian economies.

REFERENCES
1. AajTak. (2024). UPI fraud cases surge sharply;

losses touch ₹485 crore in six months,
government data reveals. AajTak Business
News.

2. The Economic Times. (2024). RBI tightens
cyber security norms to curb digital
banking frauds; mandates real-time monitoring
and customer protection measures.
The Economic Times, Banking & Finance
Section.

3. The Economic Times. (2024, February 5). How
artificial intelligence is helping banks
fight sophisticated financial frauds. The
Economic Times.
https://economictimes.indiatimes.com

4. The Hindu. (2023, October 9). Phishing and
online banking frauds pose growing threat
to digital users. The Hindu.
https://www.thehindu.com

5. Mint. (2024, April 3). UPI frauds and the trust
deficit in India’s digital payments
ecosystem. Mint. https://www.livemint.com

6. The Times of India. (2023, December 14). Fake
banking apps and OTP scams trap

https://economictimes.indiatimes.com
https://www.thehindu.com
https://www.livemint.com


Dr. Richa Singhal
The Journal of Asia Entrepreneurship and Sustainability RESEARCH ARTICLE

 Doi: 10.69980/jaes.v22i2.151 1176-8592 Vol. 22 No. 2 (2026) February 54/54

digital payment users. The Times of India.
https://timesofindia.indiatimes.com

7. Mint. (2024, May 10). Why customer
awareness is key to preventing online banking
scams. Mint. https://www.livemint.com

8. The Times of India. (2024, February 28). Online
banking frauds push users back to cash
transactions. The Times of India.
https://timesofindia.indiatimes.com

9. Reserve Bank of India (RBI). (2025, April 22).
Circular on operationalising “.bank.in”
domain to strengthen cybersecurity and
enhance public confidence. (India Today)

10. Reserve Bank of India (RBI). (2025). Reserve
Bank of India (Authentication
Mechanisms for Digital Payment Transactions)
Directions, 2025. (The Economic
Times)

11. Reserve Bank of India (RBI). (2024, July 15).
Master Directions on Fraud Risk
Management in Commercial Banks and All
India Financial Institutions.
(static.ixambee.com)

12. Reserve Bank of India (RBI). (2024, July 30).
Master Directions on Cyber Resilience
and Digital Payment Security Controls for Non-
Bank Payment System Operators
(PSOs). (TaxGuru)

13. Kaur, N., Verma, A., Kumra, R., & Sharma, W.
(2025). Advancing sustainable
entrepreneurship to achieve sustainable
development goals (SDGs): current trends and
future directions. Management Review
Quarterly, 1-67.

14. Urooj, S., Luo, G., & Ullah, A. (2025). Exploring
the impact of digital financial capability and
financial compliance on sustainable
entrepreneurship across nations. Sustainable
Futures, 10, 101403.

15. Liu, Y., Kamal, M. M., Zhang, J. Z., Rahman, M., &
Aydin, E. (2025). Leveraging digital
crowdfunding platforms for SME sustainability
in emerging markets: The roles of
entrepreneurial competency, social capital, and
supply chain trust. Technovation, 147, 103309.

16. Alom, K., Rahman, M. Z., Khan, A. I., Akbar, D.,
Hossain, M. M., Ali, M. A., & Mallick, A. (2025).
Digital finance leads women entrepreneurship
and poverty mitigation for sustainable
development in Bangladesh. Journal of
Innovation and Entrepreneurship, 14(1), 34.

17. Jun, W., & Ran, X. Q. (2024). Dynamics in digital
finance and its impact on SME
financing. Heliyon, 10(9).

18. Basnayake, D., Naranpanawa, A., Selvanathan, S.,
& Bandara, J. S. (2024). Financial inclusion
through digitalization and economic growth in
Asia-Pacific countries. International Review of
Financial Analysis, 96, 103596.

19. Autio, E., Komlósi, É., Szerb, L., Galambosné
Tiszberger, M., Park, D., & Jinjarak, Y. (2025).
Digital entrepreneurship landscapes in
developing Asia: insights from the Global Index
of Digital Entrepreneurship Systems. European
Journal of Innovation Management, 28(7),
2845-2872.

20. Gu, F., Gao, J., Zhu, X., & Ye, J. (2023). The impact
of digital inclusive finance on SMEs’
technological innovation activities-Empirical
analysis based on the data of new third board
enterprises. Plos one, 18(11), e0293500.

21. Secretariat, A. S. E. A. N. (2024). SME Policy
Index: ASEAN 2024-Enabling Sustainable
Growth and Digitalisation.

22. George, G., Merrill, R. K., & Schillebeeckx, S. J.
(2021). Digital sustainability and
entrepreneurship: How digital innovations are
helping tackle climate change and sustainable
development. Entrepreneurship theory and
practice, 45(5), 999-1027.

23. Sanga, B., & Aziakpono, M. (2023). FinTech and
SMEs financing: A systematic literature review
and bibliometric analysis. Digital Business, 3(2),
100067.

https://timesofindia.indiatimes.com
https://www.livemint.com
https://timesofindia.indiatimes.com



